The omnipresence of mobile devices (or small scale digital devices e SSDD) and more importantly the utility of their associated applications for our daily activities, which range from financial transactions to learning, and from entertainment to distributed social presence, create an abundance of digital evidence for each individual. Some of the evidence may be a result of illegal activities that need to be identified, understood and eventually prevented in the future. There are numerous tools for acquiring and analyzing digital evidence extracted from mobile devices. The diversity of SSDDs, types of evidence generated and the number of tools used to uncover them posit a rather complex and challenging problem of selecting the best available tool for the extraction and the subsequent analysis of the evidence gathered from a specific digital device. Failing to select the best tool may easily lead to incomplete and or improper extraction, which eventually may violate the integrity of the digital evidence and diminish its probative value. Moreover, the compromised evidence may result in erroneous analysis, incorrect interpretation, and wrong conclusions which may eventually compromise the right of a fair trial. Hence, a digital forensics investigator has to deal with the complex decision problem from the very start of the investigative process called preparatory phase. The problem could be addressed and possibly solved by using multi criteria decision analysis. The performance of the tool for extracting a specific type of digital evidence, and the relevance of that type of digital evidence to the investigative problem are the two central factors for selecting the best available tool, which we advocate in our work. In this paper we explain the method used and showcase a case study by evaluating two tools using two mobile devices to demonstrate the utility of our proposed approach. The results indicated that XRY (Alt 1 ) dominates UFED (Alt 2 ) for most of the cases after balancing the requirements for both performance and relevance.
Introduction
The overarching goal of this work is to help investigators select the best available tool for mobile device forensics. The selection is based on both the performance of the forensics tools and relevance of the digital evidence in solving or furthering a specific case. The outcome will facilitate proper extraction, valid analysis, correct interpretation, right conclusions and the increased possibility for a fair trial. The selection is based on a formal method called Multi Criteria Decision (MCD) analysis. Performance and relevance are the two factors for MCD analysis in our proposed work.
ICT facts and figures" released by ITU (International Telecommunication Union, 2012; International Telecommunication Union (ITU), 2013) indicate deep penetration and wide acceptance of mobile devices in our society. These devices are versatile in nature and are used for various extensive daily activities. Consequently, a user will leave traces of digital activities (digital footprints) whenever he/she interacts with a mobile device. These digital footprints transform the mobile device to a personal digital behavioral archive. These behavioral archives are typically important to an investigation because they not only reveal digital evidence but behavioral patterns of its user as well. Moreover, around 80% of court cases have digital evidence linked to them (Rogers, 2004; Baggili et al., 2007) . In the past years dozens of murder cases have been settled with the help of digital evidence found on the murderer's and or victim's mobile devices (Baggili et al., 2007) .
The forensics community has appreciated the importance of mobile devices by acknowledging a separate branch of digital forensic science called "Mobile Device Forensics" (Casey, 2011) . Private sector has also responded by developing numerous dedicated tools to perform mobile device forensics.
The problem however, is that the number of forensics tools is quite large and their performance varies for different types of digital evidence. For example one tool will perform better for recovering SMS while the other will perform better for recovering standalone files. Therefore, during the preparatory phase it becomes difficult for an investigator to select the best available tool. Therefore, as a general guideline, experienced digital forensic scientists and examiners typically cross-validate their results by using a variety of tools, which in turn leads to longer investigative time.
Preservation and protection are the two umbrella principles stipulated by the extended abstract process model with 2PasU (Saleem et al., 2014a) . Selection of the best tool is one of the requirements of the model during preparatory phase. Failing to select the right tool may easily lead to incomplete and or improper extraction, which eventually may violate the integrity of the digital evidence and diminish its probative value and hence admissibility. Moreover, the compromised evidence may lead to erroneous analysis, incorrect interpretation and wrong conclusions, with an eventual consequence of a compromise in the litigating party's right of a fair trial.
In the past, vendor evaluation results were the only results available for use when selecting appropriate tools for a particular investigative scenario. The National Institute for Standards and Technology (NIST) realized the need for evaluating the forensics tools as an independent third party. Therefore, they published Smartphone Tool Specification (National Institute of Standards and Technology (NIST), 2010a) and Smartphone Tool Test Assertions and Test Plan (National Institute of Standards and Technology (NIST), 2010b). Later on, NIST used these specifications and test plans to evaluate forensics tools. Evaluation reports were published on the NIST website (National Institute of Standards and Technology (NIST), 2013) with free public access.
NIST has evaluated the forensics tools by using different mobile devices. So, the evaluation results cannot be generalized and used to compare different forensics tools. To solve this problem the same mobile devices were used to evaluate different forensics tools and the results were published in Kubi et al. (2011) . But the comparison in Kubi et al. (2011) was not formal and automatic. The evaluation process was moved further to formally compare the forensics tools by using quantitative analysis (Saleem et al., 2013) .
In Saleem et al. (2013) the tools were formally compared only with respect to their performance. Every type of digital evidence is equally important and relevant in a given scenario was the underlying assumption. However research has illustrated that different types of digital evidence extracted out of a mobile device are not equally relevant to understand and solve the case at hand (Saleem et al., 2014b) . The work presented in this paper extends the prior research and proposes a formal method for to select the most appropriate tool for a particular investigative scenario. It is based on multi-criteria decision analysis with performance and relevance as the two critical factors. We further present as a case study two forensics tools that were evaluated with the help of two mobile devices to demonstrate the utility of our proposed formal method.
Performance measurements of nineteen potential sources of digital evidence were already published (Kubi et al., 2011) . These measurements provided the base to connect the alternative forensics tools while building the MCD model.
Relevance is the second factor for the MCD model. It is case dependent, e.g. an SMS can be more important than call logs in one case type and vice versa in another. Our work uses seven different types of investigations having an associated digital side, as identified by Maxwell (Anobah, 2013) . With that said, the method we present is extensible to inherit other types of crimes and is not limited to the seven types used when writing this paper.
This research actually builds on the idea presented in a short paper (Saleem and Popov, 2014) , measures the factor of relevance by conducting a survey and concludes by producing the formal results. Relevance, in the survey, was measured on a linear scale from zero to ten points. It provided a formal association of the relevance factor to each type of digital evidence. This association was the final necessary prerequisite to build the MCD model and to perform the subsequent analysis.
Expected value graphs at different levels of contraction, cardinal and total rankings were computed using the MCD model with the help of an in house developed tool called DecideIT (Preference AB) . Visual representation of the results in the form of graphs and charts helped in an obvious and formal selection of the best tool for a particular type of investigation. Theoretical and mathematical background of decision analysis, MCD model, total and cardinal ranking and expected utility graphs are discussed in the next section.
Theoretical background
Cogito ergo sum (I think, therefore I am) is Ren e's first principle of philosophy (Dupre and Mansfield, 2007) , with which he concluded the existence of free will in a nondeterministic world. We can choose from different alternatives with different consequences by this free will.
The freedom of choice necessitates a sense of responsibility that asks for discrimination between right and wrong. Sometimes the discrimination process for choosing the right thing is complex with major consequences e such as selecting the right forensics tool. Such a case necessitates for a structured formal approach before selecting the best investigative tool and "Decision Analysis" is one of these approaches (Preference, 2011) .
Decision analysis
The term "decision analysis" was coined by Professor Ronald A. Howard (Howard et al., 1966) . It is based on subjective probability and the appropriate measure of preference under uncertainty or subjective utility (Preference, 2011; Miles et al., 2007) . Foundations of subjective probability were laid down by Ramsey (Ramsey, 1931) and Finetti (De Finetti, 1931; De Finetti, 1937) while Neuman, Morgenstern (Von Neumann and Morgenstern, 1947) and Savage (Savage, 1972) provided the basis of appropriate measure of preference and subjective utility (Miles et al., 2007) .
Probability theory
Earlier, the forensics experts were selecting the tools on the basis of heuristics (based on their experience) about the performance of the forensics tools. We posit that most examiners select the forensics tools without following a formal quantification method of performance and relevance. Thus they were acting under uncertainty.
In our work, performance is measured in terms of probability of successful extraction of a particular type of digital evidence by a specific forensics tool using the equations below:
Where:
x ¼ total number of objects extracted successfully n ¼ total number of objects (of that type) populated Subsequently, these proportions were used to perform hypothesis testing (Saleem et al., 2013) to relate the performance of the forensics tools together. Relational comparison helped to connect the forensics tools to each criterion in the MCD model.
Utility theory
Saint Petersburg's Paradox (Weiss, 1987 ; Translated from Die Werke von Jakob Bernoulli, 2013) is a problem involving a theoretical lottery game with an infinite expected value/payoff as indicated by Equation (3) (Preference, 2011) . In reality the game will yield only a small amount of payoff. Denial Bernoulli (1738) solved the paradox by introducing a utility function based on a logarithmic function of the gambler's total wealth. This function implicitly has the notion of diminishing marginal utilities as shown in Equations (4) and (5) (Wikipedia) .
UðwÞ ¼ lnðwÞ; where w ¼ total wealth (4)
Utility can be regarded as a measure of some degree of satisfaction, while the utility function maps the outcome w.r.t. that degree (Preference, 2011) . Experts in the field were surveyed to capture their degree of satisfaction for the relevance of all the types of digital evidence in furthering or solving a specific case using Equations (3)e(5). In our prior work, we received 5772 responses from which the degree of satisfaction was captured in the form of weights (Saleem et al., 2014b) . Weights were subsequently normalized in such a way that the sum of the weights of all the children of the same parent node in our MCD tree is equal to 1. Consequently the model was used for multi-criteria decision analysis. It is discussed in the following section.
Multi-criteria decision analysis
A decision maker is obliged to evaluate and balance multiple, usually conflicting, criteria and maximize the overall gain/output while making his/her decision. Our decision problem is also not different in terms of the requirements for evaluation and balance. Such a decision problem can be best studied by multi-criteria decision analysis (MCDA) because:
1. The cornerstones of the problem are uncertainties and utilities associated with different criteria (types of digital evidence) and alternatives (Forensics Tools).
2. An in house developed software (Preference AB) (DecideIT) to assist in evaluation and complex mathematical operations is freely available.
In this solution, individual utility functions are defined for each criterion to measure the utility of each alternative by Equation (6) (Sutinen, 2010) .
Where: U i (x) is the utility of "x" in criterion "i". "x" is a measured value and is the result of hypothesis testing with its corresponding z-score (Saleem et al., 2013) . The individual utility was used to relationally connect the performance of the forensics tools for the particular criterion with the following expression (Equation (7)).
Where: z i is the z-score computed for an alternative during hypothesis testing for a particular criterion (Saleem et al., 2013) . For example if the quantitative analysis of criterion SMS indicated that Alt 1 is better than Alt 2 with 95% confidence and its z-score is 14.345 then the two alternatives were connected with the following expression.
Relational connection in the form of Alt 1 >Alt 2 is vague in describing the level of preference and leaves the room for subjective interpretation. To solve this problem, normalized z-scores were used in conjunction with the simple relational equation as described in Equations (7) and (8). It further quantified the level of preference and gave us better granularity in its description.
In MCD analysis, cumulative utility is measured by combining all the individual utility functions. Therefore, an additive global utility function (Preference, 2011) was derived by aggregating all the individual utility functions using Equation (9).
Where: w i is the weight representing the level of relevance of criterion "i". The weights were also normalized and thus hold the expression P w i ¼ 1. Moreover u i :X i /[0,1] is the individual utility of criterion "i" with its state space "X i " ranging from zero to one. Individual utility of a criterion "i" is one for the best possible state and zero for the worst (Preference, 2011) . Eventually these utility functions were used to model the problem with multicriteria model (MCM).
Multi-criteria model
MCM was constructed in the form of a tree with all the criteria expressed as nodes. Each node carries one type of digital evidence (criterion) needed to be evaluated against performance and relevance. Its graphical representation can be seen in Saleem and Popov (2014) .
Each node has an individual utility function measuring the performance of different alternatives using hypothesis testing. The edges between the nodes carry their respective weights. Global additive utility function adds all the individual utility functions using these weights.
DecideIT only shows multiple criteria and their associated weights while hiding the details about the performance of alternatives and their connections thus making the tree neat and simple for better understanding (Saleem and Popov, 2014) . Fig. 1 depicts the mental model of one node in the MCM with its full detail.
Where: CR 1 is the first criterion, w i is the weight assigned to CR 1, depicting its relevance. Alt 1 and Alt 2 represent alternative forensics tools 1 and 2 respectively. u i is the individual utility function relationally tying the performance of both the forensics tools to CR 1. The following section discusses the methodology for capturing and tagging both the factors of performance and relevance with each criterion.
Performance and relevance
Nineteen types of digital evidence were identified in Kubi et al. (2011) . Therefore we used nineteen criteria to be evaluated and balanced against performance and relevance.
Performance
Performance can be measured from historical data or from the results of carefully designed experiments. Historical data included performance evaluation results by both the vendors and a trusted third party. The problems however were that: (i) vendor evaluation lacked trust and (ii) trusted third party's evaluation used different mobile devices to evaluate the forensics tools. The tools were not evaluated on equal grounds and thus the results cannot be generalized for comparing their performance.
Experiments were designed to formally evaluate the performance of the tools by using the same mobile devices (Kubi et al., 2011; Saleem et al., 2013) . The solution presented here extends these performance measures, normalizes them using Equation (7) and computes the individual utility function to relationally connect the alternatives with each criterion (SMS: Alt 1 > Alt 2 þ z i ).
The results are summarized in Tables 1 and 2 , which is actually an extension to the results discussed in Saleem et al. (2013) .
Relevance Every criterion has a distinct level of importance in furthering or solving a particular type of case. Some important types of investigations having association with mobile device forensics were identified by Maxwell (Anobah, 2013) , which include: 
Harassment (HMT) 6. Espionage/Eavesdropping (EE) 7. Child Pornography (CP)
Experts were surveyed to measure this level of relevance. A linear scale of eleven points was used as a way to order every criterion with respect to its relevance to a particular case. The scale starts with zero and ends at ten. The criterion is not relevant if it scores zero points and carries maximum relevance if it scores ten points. The difference between two points on the scale is constant.
Moreover, if CR 1 scores "x" points and CR 2 scores "2x" points then it implies that CR 2 is twice as relevant as CR 1 (Saleem et al., 2014b) .
DecideIT can take weights in normalized form. We had the measurements of relevance from fifty-five respondents who were surveyed. The outliers were removed and then a weighted average of these levels of relevance for each criterion in the context of every type of investigation was computed (Saleem et al., 2014b) . These weights were then normalized before being fed into DecideIT. Detailed discussion about the survey, methodology, outlier removal and the results can be found in Saleem et al. (2014b) . Table 3 represents the weights in light of our survey. Table 4 represents the normalized weights of all the digital evidence and Table 5 represents the normalized weights of all the classes of digital evidence for every type of digital investigation.
To save space, criteria IDs from Table 1 are used in Tables 3e5. Normalization was performed on two levels:
1. Intra class: Weight of individual digital evidence was divided by the total weight of all the types of digital evidence belonging to that particular class. Mathematically it is represented by Equation (10).
w d is the normalized weight of a digital evidence belonging to a specific class of digital evidence. w i is the weight of a digital evidence k is the total number of the types of digital evidence in a particular class of digital evidence. Tables 1 and 2 are hidden to make space for the required column(s). Hidden columns can be viewed in Saleem et al. (2013) . Table 2 Relationally connecting performance of mobile device forensics tools using Nokia. a ID Criteria Relational Connection (Equation (7)) 
w c is the normalized weight of a class of digital evidence. k is the total number of the types of digital evidence in a particular class of digital evidence. n is the total number of digital evidence in all the classes i.e. n ¼ 19
Evaluation
Evaluation starts after structuring the problem with the MCD model and estimating the required variables of performance and relevance. DecideIT converts point estimates of these variables into a range by a user-defined value using Equation (12). The variables are contracted over the range to understand the impact of each variable on the decision problem.
In our case the evaluation process is composed of the visual representation of expected utility, cardinal and total rankings in the form of graphs. Graphs help in selecting the most appropriate forensics tool.
Expected utility graph
DecideIT, by default, takes 5% indifference interval and 20% evaluation steps to calculate cutting hull values of an expected utility graph. Two tools are being evaluated, so a pair wise analysis for the alternatives on their expected utility is performed (Fig. 2) . Mathematically speaking, during evaluation, the values are not fixed but are scattered along the entire range obtained by Equation (12). So the expected utility yields a quadratic objective function of the following form (Preference, 2011) .
DecideIT maximizes the expected utilities by varying the values of the variables on their range. Relative strengths of different alternatives are computed by using Equation (13) to evaluate, compare and rank different alternatives (Preference, 2011) .
Where: Relative strength is shown by the middle line in the expected utilities graph (Fig. 2) . To interpret the results we use the concept of dominance. Alt 1 strongly dominates Alt 2 if min(d 12 )>0, it markedly dominates if mid(d 12 )>0 and finally it weakly dominates if max(d 12 )>0. 
Total and cardinal ranking
Total ranking gives us an opportunity to concisely observe the direct relationship between different alternatives at a specified indifference interval. Indifference interval is the difference in terms of the percentage of expected utilities where one alternative is considered better than the other.
Alternative tools are evaluated, ranked and represented in a total ranking graph (Left in Fig. 3 ). All the alternatives are positioned vertically; starting from the highest ranked alternative placed at the top and the lowest ranked alternative placed at the bottom most position.
With cardinal ranking we can see the detailed relationship between different alternatives at a specific contraction level and contraction mode. Contraction level is the level of contraction of the range of the point estimates (Equation (12)). Contraction mode specifies the type of values that must be contracted. In normal contraction mode both the relevance weights and performance measures are contracted. Expected utilities for all the alternatives are computed at the specified contraction level and contraction mode.
The results are shown in the form of a column graph (Right in Fig. 3 ). This type of analysis also shows the overlapping areas (if any) of expected utilities i.e. the areas where different alternatives have similar utility.
Results and discussion
Evaluation was performed on all the fourteen MCD models, seven case types for both the mobile devices (7 Â 2 ¼ 14) using both the factors of performance and relevance. The evaluation was based on expected utility graphs, cardinal and total rankings. All the results represented different levels of detail to help in selecting the most appropriate tool. As a case study, we had two alternatives; so expected utility graphs were presented in this paper. It can compare two alternatives while comprehensively showing the relative strengths of the alternatives on the entire range of values. Total and cardinal rankings are more helpful when concise information is required for more than two alternatives. Figures below graphically represent the outcome.
In terms of performance Alt 1 performs better than Alt 2 in most of the cases as is evident from Tables 1 and 2 . So, we can expect that Alt 1 will come out as a preferred choice for most of the types of digital investigations. The evaluation results of DecideIT also confirmed the same. Fig. 4 indicates that Alt 1 strongly dominates Alt 2 for all the types of investigations and when Nokia 5800 is the device. min(d 12 ) > 0 for all the consistent assignment of value variables, in this case.
Similarly Alt 1 moderately dominates Alt 2 for all the types of investigations when Xperia X1 is the device. In this case, mid(d 12 ) > 0 for all the consistent assignment of the value variables. However, we also have an intersection point at around 80% level of contraction for all cases. At this point, a sub-set of decision frame, min(d 12 ) > 0 for all the consistent assignment of value variables. It indicates that Alt 1 strongly dominates over Alt 2 at the intersection point for all the types of digital investigations.
Cardinal and total ranking is a better method to select the best tool from more than two alternatives. Both these methods will provide a concise visual representation to help in the selection of the best tool. The best tool will be placed at the top position in case of total ranking. The best tool in cardinal ranking will have a higher expected utility bar graph. Fig. 3 shows this phenomenon for our case study with two forensics tools.
The outcome of the survey to tag the factor of relevance for each type of digital evidence was a healthy seized data set. Relevance based best practices guide for mobile device forensics was proposed by generalization of the data set and results were published in Saleem et al. (2014b) .
Conclusion and future work
From the results of our case study, we can conclude that Alt 1 2 strongly dominates over Alt 2 when Nokia 5800 has to be investigated for any type of digital investigation involving a mobile phone. While Alt 1 moderately dominated over Alt 2 when Xperia X1 has to be investigated for any type of mobile digital investigation. Alt 1 strongly dominates Alt 2 at the intersection point i.e. around 80% contraction level for all the types of investigations.
From Tables 1 and 2 , it is evident that Alt 1 performs better than Alt 2 for most of the types of mobile digital evidence. Final results of our evaluation using DecideIT also showed that Alt 1 is dominant over Alt 2 . Therefore, from these results, we can conclude that with the given measurements of performance and relevance, performance is more important in our current decision frame.
The purpose of this paper is to present a technique which is generic and firmly rooted in the decision theories, probability and utility. The study will certainly be extended to include more tools, devices and types of evidence. So, a project to evaluate performance of more tools against a broader set of mobile devices will be launched which will help in the selection of the most appropriate forensics tool for a particular scenario.
The wider set of evaluation results, balanced in terms of both performance and relevance can be used to create a reference manual. This reference manual can help in selecting the most appropriate forensics tool for a particular type of mobile device in a specific type of digital investigation during the preparatory phase of mobile device forensics process. It can help in proper extraction, better conclusions and appropriately holding the litigating party's right of a fair trial. Moreover, if the manual comes from an independent third party then the community can potentially place more trust in it. 
